AGENDA ITEM EXECUTIVE SUMMARY Agenda Item number: 5 *a

Recommendation to authorize staff to award a contract to

Title: the Center for Internet Security for $27,600.

ST. CHARLES

SINCE 1834

Presenter: | Larry Gunderson, Director of Information Systems

Meeting: Government Operations Committee Date: November 7, 2022

Proposed Cost: $27,600 Budgeted Amount: $27,000 Not Budgeted: [

Executive Summary (if not budgeted please explain):

The City is a member of the Multi-State Information Sharing and Analysis Center (MS-ISAC), a
division of the Center for Internet Security (CIS) dedicated to improving the overall cybersecurity
posture of the nation’s state and local governments. MS-ISAC is federally funded through the
Cybersecurity and Infrastructure Security Agency (CISA).

Membership in MS-ISAC provides the City with an outstanding resource to assist in meeting its
information security program goals, including access to CIS services. The City initiated services with
CIS in December 2021 at a discounted annual cost of $23,460. The same services are proposed for the
current year at a cost of $27,600.

Attachments (please list):

Recommendation/Suggested Action (briefly explain):
Authorize staff to award a contract to the Center for Internet Security for $27,600.
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